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Abstract: 

Communicat ion is present in almost all aspects for military operations. It is important in securely transmitting the distribution of 

commands and ensures distribution of logistic information, intelligence and data from sensors. Military communications, by any 

means,  must be maintained in the area and time. Hence, Large-scale sensor networks are deployed in the battlfield and the decision in 

critical situations are taken from the data. multip le sources collect data through intermediate processing nodes that  aggregate 

informat ion. A malicious adversary may add additional nodes in network or they may compromise the existing ones.  Hence, assuring 

high data trustworthiness is crucial for correct decision making.Data provenance represents a key factor in evaluating the 

trustworthiness of sensor data. Therefore,  we propose a novel lightweight scheme to securely transmit provenance for sensor data. 

The proposed technique relies on in-packet Bloom filters to encode provenance. The efficient mechanism for provenance verification 

and reconstruction at the base station was introduced. In addition, we extend the secure provenance scheme to detect packet drop 

attacks staged by malicious data forwarding nodes. 
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I.INTRODUCTION 

 

Numerous application domains,such as cyber physical 

infrastructure system, environment monitoring,powergrids, etc 

makes use of Sensor networks. In the battlefield surveillance, 

data’s are produced from large number of sensor nodes and 

processed at intermediate hops on their way to a Base Station 

(BS) that performs decision making. The diversity of data 

sources enable to assure the trustworthiness of data, in the 

decision process. Data provenance is an effective method to 

assess data trustworthiness, since it summarizes the history  of 

ownership and the actions performed on the data.We investigate 

the problem of secure  provenance  transmission and processing 

for wireless sensor networks, and we use provenance to detect 

packet loss attacks staged by malicious sensor nodes. In multi-

hop sensor networks, data provenance allows the BS to trace the 

source and the forwarding path of an indiv idual data packet. 

Provenance must be recorded for each packet, but important 

challenges arise due to the energy, tight storage and bandwidth 

constraint of sensor nodes. Therefore, it is necessary to devise a 

light-weight provenance solution with low overhead. Sensors 

often work in  an untrusted environment, where they may be 

subject to attacks. Hence, it is necessary to address security 

requirements such as confidentiality, integrity and provenance 

freshness. The main goal is to design a provenance encoding 

mechanis m  and decoding  mechanism that satisfies such 

security and performance needs.  

 

We propose a provenance encoding strategy where each node on 

the path of a data packet securely embeds provenance 

informat ion within a Bloom filter that is transmitted along with 

the data. Upon receiving the packet,  the BS extracts and verifies 

the provenance information. We also devised an extension of the 

provenance encoding scheme that allows the BS to detect if a 

packet drop attack was staged by a malicious node. The existing 

system proposes the key contribution of provenance in systems 

where the use of untrustworthy data may lead to catastrophic 

failures (e.g., SCADA systems). Although provenance 

representation, collection, and querying have been studied 

widely for workflows and curated databases, provenance in 

sensor networks has not been properly addressed. It also 

proposes a model of provenance and ensure integrity and 

confidentiality through incremental encryption and checksum 

chained signature mechanis m.The main drawback is it Employs 

separate transmission channels for data and provenance. 

 

A. PROPOS ED WORK 

 

The proposed system uses a provenance encoding strategy 

whereby each node on the path of a data packet securely embeds 

provenance information with in a Bloom filter (BF) that is 

transmitted along with the data is proposed. Upon receiving the 

packet, the BS extracts and verifies the provenance informat ion. 

And an extension of the provenance encoding scheme that 

allows the BS to detect if a packet drop attack was staged by a 

malicious node was also devised. 

 

 

Research Article                                                                                                                             Volume 7 Issue No.3   



International Journal of Engineering Science  and Computing, March 2017         5105                                                                       http://ijesc.org/ 

B. FLOWCHART 

 

 

 

 

 

 

 

 

 

II.S YSTEM MODE 

 

In this section we introduce the network, data and provenance 

models used. In addition to this the threat model and security 

models are also presented. 

 

A. NETWORK MODEL 

 

A mult ihop wireless sensor network, consists of a number of 

sensor nodes and a base station (BS) that collects data from the 

network. The network is modeled as a graph G(N, L), where N = 

{ni, 1 ≤i≤ |N|} is a set of nodes, and L is a set of links, containing 

an element li,j for each pair of nodes niand njthat are 

communicat ingdirectly with each other. Sensor nodes are 

immobile after deployment, but routing paths may change over 

time. Each node reports its neighboring (i.e . one hop) node 

informat ion to the BS after deployment. The BS assigns each 

node a unique identifier nodeID and a symmetric cryptographic 

key Ki. In addition, a set of hash functions H = {h1, h2, ..., hk} are 

broadcast to the nodes for use during provenance embedding. 

 

B. DATA MODEL 

 

A mult iple-round process of data collection is used. Each sensor 

generates data periodically, and individual val-ues are 

aggregated towards the BS using any existing hier-arch ical (i.e., 

tree-based) dissemination scheme. A data path of D hops is 

represented as < nl, n1, n2, ..., nD>, where nl is a leaf node. Each 

intermediate nodes in the path aggregates the received data and 

provenance with its own locally generated data and provenance. 

Each data packet contains (i) a unique packet sequence numbers, 

(ii) a data values, and (iii) p rovenance. The sequence number is 

attached to the packet by the data source, and all nodes use the 

same sequence number for a given round. The sequence number 

integrity is ensured through MACs. 

 

C. PROVENANCE MODEL  

 

The node-level provenance is used to  encode the nodes at each 

step of data processing. Given packet d, its provenance is 

modeled as a directed acyclic graph G(V, E) where each vertex 

v∈V is attributed to a specific node HOST (v) = n and represents 

the provenance records (i.e. nodeID) fo r that particular node. 

Each vertex in the provenance graph is separately identified by a 

Vertex ID (VID) which is generated by the host node using 

cryptographic hash functions. The edge set E, consists of 

directed edges that connect sensor nodes. 

 

Provenance: Given a data packet d, the provenance pd is a 

directed acyclic graph G(V, E) satisfying the following 

properties:  

(1) pd is a subgraph of the sensor network G(N, L)  

(2) For vi, vj∈V , vi is a child of vj if and only if HOST (vi) = ni 

participated in the distributed calculat ion of d and/or forwarded 

the data to HOST (vj ) =nj ;  

(3) for a set U = {vi}⊂V and vj∈V , U is a set of children of vjif 

and only if HOST (vj) collectsprocessed/forwarded data from 

each HOST(vi∈U ) to generate the aggregated result. 

 

 
(a)     (b) 

Figure.1. Provenance graph for a sensor  network.  

Figure 1 shows two provenance examples. In Figure 1(a), the 

leaf node nl generates a data packet d, and each intermediate 

node aggregates its own sensory data with d and then forwards it 

towards the BS. Hence, the provenance corresponding to d is < 

vl, v1, v2, v3>, which can be represented as a simple path. In 

Figure 1(b), the internal node n1 generates the data d by 

aggregating data d1 , ..., d4from nl1, ..., nl4and then passes  d 

towards the BS.Here, n1 is an aggregator and the aggregated 

provenance < {vl1 , vl2 , vl3 , vl4 }, v1, v2, v3>is represented as a 

tree. 

 

D. BLOOM FILTER 

 

The Bloom Filter is a space-efficient data structure for 

probabilistic representation of a set of items S = {s1, s2, ..., sn} 

using an array of m bits with k independent hash functions h1, 

h2, ..., hk. The output of the hash function hi maps an item s 

uniformly to the range [0,…,m-1], i.e., an index in a m-bit array. 

The BF can be represented as  {b0, . . . , bm−1}.All m bits are 

intially set to 0.An element s∈S is inserted,by hashing s with all 

the k hash functions producing the values hi(s)(1 ≤i ≤ k).Figure 2 

illustrates an example of BF insertion.To query the membership 

of an item s within S, the bits at indices hi(s)(1 ≤i≤k) are 

checked. If any of them is 0,then certainly . Otherwise, if all of 

the bits are set to 1, s∈ S with high probability.  

SENSOR DEPLOYMENT 

SECURE PROVENNACE 
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DATA-PROVENANCE BINDING 
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FIGURE.2.A BLOOM FILTER HAVING N=4,M=16 AND 

K=3. 

 

III.  S ECURE PROVENANCE ENCODING 

 

 A distributed mechanis m to encode provenance at the nodes and 

a centralized algorithm to decode it at the BS is proposed. The 

technical core of our proposal is the notion of in-packet Bloom 

filter (iBF). Each packet consists ofa unique sequence number, 

data value, and an iBF which holds the provenance. In an 

aggregation infrastructure, securing the data values is also an 

important aspect, but that has been already addressed in previous 

work. Our secure provenance technique provides security for 

data, provenance and data-provenance binding. 

 

A. PROVENANCE ENCODING 

 

For a data packet, provenance encoding refers to generating the 

vertices in the provenance graph and insert them into iBF. Each 

vertex derives at a node in the data path and represents the 

provenance record of the host node. A vertex is uniquely 

identified by the Vertex ID (VID). The VID is calcu lated per-

packet based on the packet sequence number (seq) and the secret 

key Ki of the host node. We use a block cipher function to 

produce this VID in a secure manner. Thus for a given data 

packet, the VID of the node ni is computed as 

vidi= generateVID(ni, seq) = EKi(seq)  (1) 

where E is a secure block cipher such as AES, etc. When a 

source node creates a packet, it also creates a BF (referred to as 

ibf0), in itialized to 0. The source then generates a vertex 

according to Eq. (1), inserts the VID into ibf0 and transmits the 

BF.Upon receiv ing packet, each intermediate node nj performs 

data as well as provenance aggregation. If nj receives data from 

a single child nj−1, it aggregates partial provenance contained in 

the packet with its own provenance record. In this case, the iBF 

ibfj−1 belonging to the received packet represents a partial 

provenance, i.e., the provenance graph of the sub-path from the 

source upto nj−1. On the other hand, if nj has more than one 

child, it generates an aggregated provenance from its own 

provenance record and the partial provenance received from its 

child nodes. At first, nj computes a BF ibfj−1 by bitwise-ORing 

the iBFs from its children. ibfj−1 represents a partial aggregated 

provenance from all the children. In either case, the ultimate 

aggregated provenance is generated by encoding the provenance 

record of nj into ibfj−1.  

 

B. PROVENANCE DECODING 

 

When the BS collects a data packet, it executes the provenance 

verification process, which knows that the BS knows what the 

data path should be, and checks the iBF to see whether the 

correct path it has travelled. However, after network 

deployment, and when the topology changes (e.g., due to node 

failure), the path of a packet sent by a source may not be known 

to BS. A provenance collection process is necessary, which 

recovers provenance from the received iBF and the BS learns 

the data path from a source node. Afterwards, upon gathering a 

packet, it is sufficient for BS to verify its provenance knowledge 

with that encoded in the packet. Below we discuss these 

processes in detail: 

 

Algorithm1ProvenanceVerification 

Input: Received packet with sequence seq 

and iBF ibf. 

Set of hash functions H, Data path P  = < nl1, ..., n1, ..., np> 

BFc←0// In itialize Bloom Filter  

for each ni∈P  do  

vidi= generateVID (ni, seq) 

insert vidi into BFc using hash functions in H endfor 

if (BFc  = ibf ) thenreturn true// Provenance 

is  verified end if 

return  false 

 

Provenance Verification: The BS handles the verification 

process to verify its provenance knowledge and also to check the 

integrity of the transmitted provenance. Algorithm 1 shows the 

steps to verify provenance for the given data. We assume the 

knowledge of the BS about this data path is P.At first, the BS 

initializes a Bloom filter BFc with all 0’s. The BF is then 

updated by generating the VID for each node in the path P and 

inserting this ID into the BF. BFc now reflects the perception of 

BS about the encoded provenance. To validate its perception, the 

BS then compares BFc to the received iBF ib f . The provenance 

verification succeeds only if BFc is equal to ibf . Otherwise, if 

BFc differs from the received iBF, it indicates either a change in 

the data flow path or a modification attack in the BF. The failu re 

of verificat ion triggers the provenance collection process which 

attempts to retrieve the nodes from the encoded provenance and 

also to distinguish between the events of a path change and an 

attack. 

 

Provenance Collection:  As explained in the Algorithm 2, the 

provenance collection scheme produces a list of potential 

vertices in the provenance graph through the ibf membership 

testing over all the nodes. For each node ni the BS creates the 

corresponding vertex (i.e . vi with VID vidi) using Eqn. (1). The 

BS then performs the membership query of vidi with in ibf . If the 

algorithm returns true, the vertex is likely pres ent in the 

provenance, i.e., the host node ni is in the data path. Such an 

inference might introduce errors because of false positives (a 

node not on the route is inferred to be on the route).  

Once the BS finalizes the set of potential candidate nodes S = < 

nl1, ..., n1, n2, ..., np>, it executes the provenance verification 

algorithm on this set. This step is required to distinguish 
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between the cases of a legit imate route change and that of 

malicious activity. If the verification succeeds, we are able to 

determine the path correctly.  

 

IV. DATA-PROVENANCE BINDING 

 

One of the important security challenges of a provenance 

scheme is to tie-up data and provenance together. In an 

aggregation infrastructure, data value is updated at each 

intermediate node which makes it a crucial problem to maintain 

the relationships between the provenance and the intermediate 

data. A trivial solution can be made based on making the 

provenance encoding mechanism dependent on the partial 

aggregation results (PAR) and append each PAR to the packet to 

verify the data-provenance binding at the BS. If the data 

aggregation result is verified at the BS, then the data-provenance 

coupling is ensured at each node in the routing path..We include 

some Partial Provenance Information (PPI) at each aggregation 

node so that the data-provenance binding is guaranteed through 

the data aggregation verification scheme at the BS. A 

lightweight verification algorithm to verify at BS if the 

computed aggregate is correct. The verification protocol 

computes several synopses verified independently through three 

phases. In the query dissemination phase, the BS broadcasts the 

name of the aggregation to compute and a random seed. In the 

aggregation phase, each node computes a subaggregate value 

based on the synopses of its children and the local value. The 

node randomly selects a set of MACs from the MACs generated 

locally and the received ones from its children. Finally, in the 

verification phase, the BS computes the final synopsis using the 

messages from its child nodes and verifies the received MACs. 

While constructing the BF for provenance decoding, the BS 

counts the number of 1’s in the BF and feeds the count value to 

the aggregation verification process. Thus, the aggregation 

verification succeeds only when both the data and the 

provenance are transmitted without perturbation. 

 

V. DETECTING PACKET DROP ATTACKS  

 

The secure provenance encoding scheme to detect packet drop 

attacks and to identify malicious node is extended. The links on 

the path exhib it natural packet loss and several adversarial nodes 

may exist on the path. For a data packet, the provenance record 

generated by a node consists of the node ID and an 

acknowledgement in the form of a sequence number of the lastly 

seen (processed/forwarded) packet belonging to that data flow. 

If there is an intermediate packet drops, some nodes on the path 

do not receive the packet. Hence, during the next round of 

packet transmission, there will be a mis match between the 

acknowledgements generated from different nodes on the path. 

We utilize this fact to detect the packet drop attack and to 

localize the malicious node. We consider a data flow path P 

where nl is the only data source. We denote the link between 

nodes ni and n(i+1) as li. 

 

A. DATA PACKET REPRES ENTATION 

 
To enable packet loss detection, a packet header must securely 

propagate the packet sequence number produced by the data 

source in the previous round. In addition, the packet must be 

marked with a unique sequence number to facilitate per-packet 

provenance verification and generation. Thus, in the extended 

provenance scheme, any j
th 

data packet holds (i) the unique 

packet sequence number (seq[j]), (ii) the previous packet 

sequence number (pSeq), (iii) a data value, and (iv) provenance. 

 

B. PROVENANCE ENCODING 

 

The provenance record of a node includes (i) the node ID, and 

(ii) an acknowledgement of the lastly observed packet in the 

flow. The acknowledgement can be generated in various ways to 

serve this purpose. In our solution, a node ni creates a vertex vi 

for every j
th 

packet it generates/forwards. The vertex ID vidi is 

generated as:vidi=generateVID (ni, seq[j], pSeqi )  

=EKi(seq[j]||pSeqi )(2) 

where pSeqi is the knowledge of ni about the sequence number of 

the previous packet in the flow. ni updates the provenance of the 

packet by inserting vidi into the iBF. After a node ni 

processes/forwards any j
th 

packet, it updates the pSeqi record for 

the corresponding data flow with the recently processed packet 

sequence, seq[j]. If a node receives a packet from a data flow for 

which it has no previous packet information, then it may use a 

pre-specified special purpose identifier, such as 0, as the 

previous packet sequence pSeqi. This marks the case of routing 

path changes where a new node in the path can use this special 

identifier for encoding provenance. The node can get upgraded 

and maintains this flow-specific record when it receives packet’s 

from that flow more frequently. 

 

C. PROVENANCE DECODING AT THE BS  

 

Apart from the intermediate nodes, but also the BS stores and 

upgrades the latest packet sequence number fo r each data flow. 

Upon receiving a packet, the BS retrieves the preceding packet 

sequence (pSeq) from the packet header transmitted by the 

source node, and fetches the last packet sequence for the flow 

from its local storage (pSeqb), and utilizes these two sequences 

in the process of provenance verification and collect ion. 

 

Provenance Verification: The BS first executes the provenance 

verification process upon receiving a packet. The BS knows (i) 

the current data path for the packet (decoded from the 

provenance of the previous packet in the flow), and (ii) the 

preceding packet sequence number fo rwarded by each node in 

the path. In this context, the BS conjecture that each node in the 

path are seen and forwarded the same packet in the last round, 

and that this packet’s sequence number is the same one as 

recorded at the BS. Thus the verification is bounded to fail when 

pSeq and pSeqb do not match, which also indicates a possible 

loss  in the packet and suffices to execute provenance collection 

process directly skipping the verificat ion. The provenance 

verification is performed according to algorithm 1, with the only 

difference that the BS now uses   

 

Eqn. (2) to create the VID for a node. Verificat ion failure here 

indicates that either a change in the data flow path, a BF 

modification attack, and triggers or a packet drop attack the 

provenance collection process. 

 

Provenance Collection: Collection attempts to retrieve the 

nodes from the encoded provenance, confirms a packet loss and 

identify the malicious node that has dropped the packet. It also 
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distinguishes between the packet drop attack and other attacks 

that might have altered the iBF. During provenance encoding, 

every new node in the path uses a special purposepacket 

identifier (e.g., 0) as the previous packet sequence and generates 

its VID as EKi(seq[j]||0). Therefore, to retrieve the new nodes in 

the path, the decoding scheme at the BS should perform an ibf 

membership testing over all the nodes, where the VID for each 

node will be generated using the pre-specifiedprevious packet 

identifier, along with the nodeID and the packet sequence 

number, seq[j]. For the remainder of the discussion, we assume 

that a data packet d[j] has been dropped by an intermediate node 

ni. Thus, the nodes nl,n1,...,ni received d[j] and updated their 

lastly seen packet sequences to seq[j]. On the contrary, nodes 

ni+1,...,np as well as the BS did not observe d[j], They have no 

informat ion to update the preceding packet sequence, and they 

retain the same old identifier seq[j−1]. Upon receiving the next 

packet in the flow, nl,n1,...,ni−1include seq[j] in the provenance 

metadata, whereas ni+1,...,np use seq[j−1] for this purpose when 

computing their VIDs. However, the malicious node ni may 

either (i) use seq[j], o r (ii) use seq[j − 1]. Without any loss of 

generality, we assume that the malicious node encodes seq[j − 1] 

in the provenance BF. The  provenance collection algorithm 

which can retrieve the nodes in a data path even in the presence 

of packet loss. Upon receiving the next packet (i.e. the (j + 1)
th 

packet), the BS checks the membership of all nodes in the 

network within the iBF using a two step process. The first query 

is performed with the identifier of the last packet (pSeqb) 

recorded at the BS, and the next one with the previous packet 

sequence (pSeq) contained in the packet header. The Bloom 

filter BFc is constructed as a bitwise-OR of BF1 and BF2 and 

reflects the perception of the BS about the encoded provenance. 

 

Algorithm 2 ProvenanceCollection 

 

Input: Received packet with sequence seq and iBF ibf. Set  

of nodes (N ) in the network, Set of hash functions H 

1. Init ialize  

Set of Possible Nodes S← ∅ 

Bloom Filter BFc←  0  // To represent S 

2. Determine possible nodes in the path and build the repre-

sentative BF 

for each node ni∈N do 

vidi=generateVID (ni,seq) 

if (vidi is in ibf ) then 

S ← S ∪ ni 

insert vidi into BFc using hash functions in H endif 

endfor 

3. Verify BFc with the received iBF 

if (BFc  = ibf ) then 

return S // Provenance has been determined correctly else 

return NULL // Indicates an in-transit attack end if. 

 

Malicious Node Identi fication:If S represents the actual data 

flow path P, then S2 = < nl,n1,...,n(i−1) >and S1 = < ni,...,np >. 

Thus, we can conclude that the link l(i−1)was the one where the 

packet was lost. However, if we would have that the malicious   

node encodes seq[j], then the BS would have detected li  as the 

location of the loss. In either case, an adjacent link to the 

malicious node is identified, and the node can be marked a such. 

To confirm that the faulty link l(i−1)is where the packet loss 

occurred, the BS observes more packets. Whenever the BS 

identifies a packet loss and the responsible link l(i−1), it updates 

the empirical loss rate el(i−1)for the link. The drop rate threshold 

for a link is α, where α is greater than the natural loss rate of any 

link. If after a number of packet transmissions, el(i−1) > α, then 

the BS asserts that l(i−1)was the link where the packet was lost, 

and identifies ni as malicious. 

 

VI.  PERFORMANCE ANALYS IS  

We present an analysis of the throughput and the packet delivery 

ratio. 

 

THROUGHPUT 

 

It is the amount of data per time unit that is delivered from one 

node to another via a communication link.  

Throughput = (No of data packets Received * Packet size * 

8) /Transmission Time. 

           

 

 

FIGURE.3.THROUGHPUT FOR AODVWITH/WITHOUT 

MALICIOUS  

 

PACKET DELIVERY RATIO (PDR) 

It is ratio between the number of packets received to the number 

of packet orig inated.  

 

PDR = (Data Packet Received /Data Packet Sent )  

 

             
 

 

FIGURE.4. PACKET DELIVERY RATIO FOR 

DIFFERENT NUMBER OF NODES  
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VII.  S IMULATION RES ULTS  

 

We implemented the proposed technique in  NS 2.Here we 

considered the network of 100 nodeswith diameter 10cm and the 

secure provenance encoding scheme is detected for provenance 

forgery. Following this, the throughput and the packet delivery 

ratio for different number of nodesis investigated. 

 

VIII. CONCLUS ION 

 

We addressed the problem of securely transmitting provenance 

for wireless sensor networks, and suggested a light-weight 

provenance decoding and encoding scheme based on Bloom 

filters. The scheme ensures confidentiality, integrity and 

freshness of the provenance. We expanded the scheme to in-

corporate data-provenance binding, and to incorporate packet 

sequence information that supports detection of packet loss 

attacks. Analytical and Experimental evaluation results show 

that the proposed scheme is light-weight, effective and scalable. 

In future work, its planned to implement a real system prototype 

of our secure provenance scheme, and to improve the accuracy 

ofpacket loss detection, especially in the case of multip le 

consecutive malicious sensor nodes. 
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